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ABSTRACT: Performing transactions using mobile devices is increasing rapidly in developing countries, Tanzania inclusive. USSD and SMS are among 
the technologies widely used in conducting mobile transactions. These two technologies have their strengths and weaknesses from perspectives of 
security of systems. They both utilize GSM Services and GSM Security is known to have inherent flaws in its encryption and authentication algorithms. A 
description for these platforms is given in this paper of what they are, their modes of operations, and an evaluation of thei r security as related to mobile 
banking systems. From the evaluations made; this paper suggests a method that is more secure for use in mobile banking systems. As a solution we 
propose some security features being added to the existing systems in order to improve data confidentiality, message integrity and user authenticity. The 
suggestions are based on the capabilities for the technology to accommodate these additional features to protect data that will supplement the protection 
offered by the GSM. 
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1 INTRODUCTION 
According to GSMA industry group, the number of mobile sub-
scribers in the world was estimated to reach 6 billion by the 
year 2013[1]. This increase in access to mobile services in the 
developing countries has resulted into a growing competition 
amongst telecom and banking industries. This in turn has led 
them to introduce a number of value added services (VAS) in 
order to acquire more of the market share and increase cus-
tomer loyalties. A number of mobile transactions have been 
introduced in Tanzania that provide solutions for bill payments, 
mobile phone recharge, and money transfers. The schemes 
can be categorized into two main groups; mobile money sys-
tems that are offered by telecom companies and mobile bank-
ing systems that are offered by banking institutions. Example 
of mobile money systems in Tanzania include M-Pesa offered 
by Vodacom, Tigo-Pesa by Tigo, Airtel Money by Airtel, and 
EzyPesa of Zantel Tanzania. The mobile banking schemes 
include SimBanking offered by CRDB Bank, NMB Mobile of 
National Microfinance Bank, ACB Mobile of Akiba Commercial 
Bank, TPB Popote of Tanzania Postal Bank, and B-Mobile of 
BOA Bank among others. Mobile Banking describes a scheme 
that involves performing banking transactions using mobile 
devices. This scheme allows a customer to request informa-
tion regarding the status of a personal account, and perform 
other related transactions as described above. The overall 
structure of the scheme for successfully performing a transac-
tion begins with a consumer on one side and ends with a bank 
on the other. The other stakeholders involved include the Mo-
bile Network Operator (MNO) and the Technology Vendor. This 
is illustrated in Fig. 1 below. There is a number of technologies 
with which customers can access the services. This includes 
WAP which is best described as mobile internet, Short Mes-
saging Service (SMS), Unstructured Supplementary Services 
Data (USSD), and Interactive Voice Response (IVR). Two of 
these technologies are described in this paper; the SMS and 
the USSD technologies. 
 

 
 

Fig. 1: Stakeholders in Mobile Banking System 
 

GSM network is used widely in networking mobile connec-
tions. Its initial design was for use in voice communications but 
as the usage of mobile phone increases, additional means of 
data transmissions begin to be used; the most popular of 
which being SMS. SMS Services are highly utilized in deliver-
ing mobile banking services. The initial design of GSM was 
meant for subscribers to send non-sensitive messages. Ac-
cording to [2], Security considerations in terms of mutual au-
thentication, data confidentiality, end-to-end security and non-
repudiation were omitted with regard to the SMS service. Car-
rying sensitive customer financial details across GSM raises 
issues of security as personal details become vulnerable to 
security attacks. The security issues that exist in the GSM are 
mainly the cryptographic issues related to encryption and au-
thentication algorithms. The A5 algorithm commonly used for 
encryption in GSM has been reverse engineered[3], [4], [5], [6]  
and the A3/A8 authentication algorithm have been spotted to 
contain several flaws that makes it possible to break it [2], [5]. 
These security vulnerabilities in the GSM make the technolo-
gies that utilize SMS services susceptible to attacks if they do 
not properly protect their data. Security issues in mobile trans-
actions because of utilizing GSM services include SIM attacks 
and SMS attacks. Because USSD and SMS technologies both 
utilize SMS services; they are both susceptible to these at-
tacks [7]. 
 
 
 












